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This guide has been developed to help you set up the Central Administrator system
for issuing and controlling FileAssurity keystores. Following the guide you should be
able to generate a Central Administration service, set user policies and issue user
keystores in under 30 minutes (including setting up and configuring the database).

Introduction

Central Administrator has been developed to allow the enterprise administrator to
control the use of encryption and digital signature services by the users in their
organization, and to be able to recover encrypted information (under proper authority)
when that is necessary.

Prerequisites

Before you can run a test on the system you must have accessible to you either an
MSSQL database server or a MySQL database server. You must be able to have
temporary use of a user name and password that will allow you to create a database on
that server, and you must know the IP address of the server.

For test (non-commercial) purposes you may find it easiest to set up a MySQL
database on the computer you are carrying out the test on. If you do not already have
an evaluation copy of the MySQL database it can be downloaded from
http://dev.mysqgl.com/downloads/mysql/4.1.html (correct at the time of preparing this
guide, but subject to change). You may also need to install the Connector/ODBC
package if you have not already loaded a copy. This can be downloaded from
http://dev.mysql.com/doc/connector/odbe/en/faq_toc.html#Downloads. The installs
are self-explanatory. You may find it easier to install the Connector before the
database. Additional information on running the database and the connector are given
in the MySQL documents and on their website.

The Central Administrator program will need to be able to access the server to create
its database where user keystores created by the administrator or backed up by the
user will be kept.

If you are using a test version of the MySQL database, the master default identity is
‘root’ and it has no password. The URI for the database can be found by right
clicking on the traffic light icon in the system tray, selecting ‘show me.” You will
find it listed under local IP address on the Environment panel. You must close the
panel using the “Hide me” button so that the server continues running.

Once the database and connection software (if needed) have been installed you are
ready to install Central Manager.

You have two installation programs to run:

E:/Programs/FACM20.exe
E:/Programs/FileAssurity OpenPGP_Full Managed.exe

The first of these installs the Central Administration program, configures the database
and installs the keystore uploader service.
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The second installs the client program that ordinary uses will have installed on their
computers. For normal users, clients may be installed on any desktop or laptop
computer provided it is able to gain access to the database to download its keystore.

Central Manager Installation

If you now install FACM?20.exe and either click to accept or to go to the Next panel,
accepting the default settings at each step, you will come to this configuration panel:

{5l Setup - FileAssurity Central Manager o ] |

Databaze
Setup database uzed by Filedszunty Central Manager.

[T Create databaze and tables

MHate: Thiz step can be skipped if you already have a databaze for FACK. Manually, the
database can be created with scripts located in C:YProgram FileshaticSoftsFiledszurity
Cetitral M anagertdb.

[Databaze tupe: I - I

Server I Part:
[ratabaze: Ifacm
|lzermame; I

MHaote: zemame muzst have the power to create databazes. [n most inztallations this iz
an uzer called "root’ but if you have a databaze adminiztrator pleaze check with them
gince they will be needed to provide the correct id and pazswaord 2o that the Central
Adminiztration databaze can be created and configured.

< Back

Cancel |

You should fill it in as follows (assuming that you are using the MySQL test database
for evaluation purposes):
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In‘ Setup - FileAssurity Central Manager

Databaze
Setup database uzed by Filedszunty Central Manager.

¢ Create databaze and tables

MHate: Thiz step can be skipped if you already have a databaze for FACK. Manually, the
database can be created with scripts located in C:YProgram FileshaticSoftsFiledszurity
Cetitral M anagertdb.

D atabaze tupe; I S aL - I

Server I'I 27.001 Part:
D atabaze:; Ifacm
Ilzermame: Iru:u:ut

MHaote: zermame must have the power to create databazes. |n most inztallations this iz
an uzer called "root" but if you have a databaze adminiztrator pleaze check with them
gince they will be needed to provide the caorrect id and pazswaord 2o that the Central
Administration databaze can be created and configured.

< Back I Ment » I Cancel |

Please note that you replace the server IP address with the one found in the MySQL

control panel.

The next panel that you meet is used to configure the usernames for the users of the

database facm. Again, please fill in the panel as shown:

]hEL Setup - FileAssurity Central Manager

Databaze
Setup databaze uzer accounts for Filedszzurity Central Manager

v Create database user accounts for FACKM

Fleaze chooze the identity that will be configured for the Adminigtrator and alzo for all
the zers. The Uzers anly have read access to the systemn 2o they can share a
comman idesntity.

Adrministrator; Ifacmadmin

Izer: Ifacmuser

MHate: The pazswords for these accountz will be requested when they'll be created.

< Back I MHest » I Cancel
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The next panel deals with the setup details for Tomcat. Tomcat is the servlet
container that is used in the official Reference Implementation for the Java Servlet
and JavaServer Pages technologies. The Java Servlet and JavaServer Pages
specifications are developed by Sun under the Java Community Process. It is used in
our implementation to listen for upload requests for user keystores, to verify the
source and correctness of the keystore that is proposed for update, and where
approved, update the user keystore in the database.

',i,,:.EL Setup - FileAssurity Central Manager

Tomcat 5.0
Change Tomcat parameters. Tomcat will run FACKM kepstore backup service.

Pt IEH:IEH:I

[atabaze conhection parameters

Ilzername: Ifacmadmin

PaSSWDfd I xxxxxxxx

< Back I Ment » I Cancel

Again, fill in the username. Since this is just a testing system, enter a password that is
easy to remember, such as 11111111. IMPORTANT NOTE: please remember that in
a production environment you must choose a good, long and complicated username
and password for this because it cannot be easily changed once it has been
implemented.

The next panel should be approved without change.
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In‘ Setup - FileAssurity Central Manager

Select Start Menu Folder
YWhere should Setup place the program's shortcuts?

I " Setup will create the program's shortcuts in the follawing Start kMenu folder.

To continue, click Mest. [F vou would like to zelect a different falder, click Browse.

rhicS ofthFil urity Central b anage Browse. .. |

[~ Don't create a Stark Menu folder

< Back I Ment » I Cancel

Although it is a matter of taste, you may find the next set of selections convenient
when testing. In a production environment you would probably choose to have
Tomcat start at system startup rather than be run manually.

]hEL Setup - FileAssurity Central Manager

Select Additional Taszks
Which additional tazks should be perfarmed?

Select the additional tasks you would like Setup to perform while instaling Filedssurity
Central M anager, then click Mext.

Additional icons:

[" Create a desktop icon

¥ Create a Quick Launch icon
Tomcat shorcuts:

¥ Create a desktop shortcut for Tomeat stark scrpt

¥ Create a desktop shortcut for Tomeat stop scrpt

< Back I MHest » I Cancel

The next panel is a summary of the overall requests that have been made:
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',i,,:.El Setup - FileAssurity Central Manager

Ready to Install

Setup iz now ready to beagin installing Filedzzunty Central Manager on wour
computer.

Click. Inztall ko cantinue with the installation, or click Back if wow want ta review ar
change any settings.

D estination lacation:

FY
C:\Program FilezharticS ofthFiledzzunty Central bManager (I
Setup tupe:
Complete

Selected components:
Filed zzurity Central b anager
Tomcat 5.0 o
D atabaze scripts

Start M enu folder:
ArticSoft\Filedazurity Central kM anager
<

< Back

ON pressing Install the applications programs and libraries are installed:

]inEL Setup - FileAssurity Central Manager

Installing
Pleaze wait while Setup installs Filedszunity Central Manager on your compiter.

Estracting files. ..
C:%Program FilezhArticS aftsFiledszunty Central Managerhlibbt. jar

I

This finishes very quickly and you then enter the database configuration step:
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Enter password

We are about to configure vour database. In order ko do that we
now need the passwaord Far the user root' 50 that we can create
khe users that wou specified and the FACH tables,

Database type:  MySOL
Database server: 127.0.001
Usernane: ook

Passwiord: ||

O, I Cancel |

If you are using an evaluation copy of MySQL for this test then you can click on OK
which will give a ‘null’ password. Otherwise you must enter here the correct
password for the user shown.

Please note that if you are running a software firewall you need to give
permission to the configuration program javaw.exe to access the Internet so that
it is able to establish a link with the database using the IP address that you gave
earlier. The next panel you see will look like this:

x

We are now creating the user 'facmadmin' and you must enter the
passward Far that user, Please ensure that wau enter a passward
khat is at least 10 charackers long.

Database bype: Pl SCIL
Database server:  127.0.0.1
|sername; Facmadmin

Passwiord: I

Confirm passwiord; I

(0] 4 I Cancel

Remember to use the same password here as you used when configuring Tomcat.

At the next panel you are configuring the access for users. This username and
password only grant read access to the database, and have to be generally known to all
the mobile (roaming) client users of the system. They are not really ‘secrets’ but are
there to slow down would-be hackers. The information stored in the database is either
publicly known (such as usernames or e-mail addresses) or is heavily encrypted and
as such will not be of any value to an attacker.

You now see the following panel:
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In‘ Setup - FileAssurity Central Manager

Configure
Configuration toolz will complete your zetup

Configuration successfully completed. Prezs 'Mext’ button to continue.

and you are ready to start creating your Certification Authority.

When the Central Manager program starts running you will see a screen showing a
limited license for evaluation purposes. If you need to have this period extended you
should contact ArticSoft Sales at sales@articsoft.com.

Once the program is running you will start to configure the Certification Authority.
The first step is to generate or import the root key pair — that is the key that will be
used to digitally sign all the keys issued by the Authority, and link them back to the
Authority. For the purpose of the review we will generate a key pair in the following
panel:
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FileAssurity Central Manager initialization wizard x|

Setup root key pair
{+ Generate new root key pair

" Import roat key pair

| Erowse |

£ Back |

Cancel |

Clicking on next will bring up the following panel which asks you for information to
fill in an X.509 style certificate. A completed panel could look like this:

FileAssurity OpenPGP /X509 key generator il

Marne: IReviewers Rook Keyw

Department: ITesting

Address: |1 Evaluatars Way

Ciky Town: IF'.naI';.fsis

StakefCaunky: IC.C'.

E-mail; Ireviewer@testing.cnm

valid from:  [april 14, 2004 alid ta: [April 14, 2019 @|

~Motes For this kew

his is a dummey rook key generated just for testing purposes

~kKey bype

" DHJDSS 2048/1024 (OpenPGP) {* R5A 2048 (PKI)

aEnerake I Cancel
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This will generate an RSA based key pair, the certificate of which will be present in
all the keystores that are issued (and cannot be deleted by the user).

At the same time as the root key pair is being generated, an Information Recovery key
pair is also generated. This key pair is kept hidden inside the CA keystore. It cannot
be exported by the Administrators. The public certificate of that key pair is stored in
every keystore, again hidden, so that it will be seamlessly added to the key list for
everything that the user encrypts if the Policy Information recovery has been left
enabled!

Once the key pairs have been generated you will be asked to create the
Administrator’s password. This has to be a minimum of 8 characters long. Since this
is a test system you may want to make life easy and use 11111111, but in practice you
would choose something very much more difficult to hack.

FileAssurity Central Manager initialization wizard x|

Administrator keystore

This password will protect the administrator's keystore, The password
must be at least 8 characters long.

Enter password: I********

Confirm passwiord; I********

£ Back B Mext Cancel

The Central Manager application now checks the setup parameters that will be used
by the Administrator to connect to the database. This is done because in an
operational environment you may choose to copy the Administrator’s database into
another location for operational and security reasons, so the parameters used earlier
would be operational, but the ones entered here are for the Administrator to use when
running the Manager program. Since this is a test environment the information is
going to be identical to that entered earlier.
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FileAssurity Central Manager initialization wizard x|

Database setup

YW'e now need ko enker the database details that will be used by Ehe
Adminiskrator, The username and password required bere are for the
Administrator, Please be sure to check that the information that you
enter here is identical to the configuration information For the database

that the administrator will use,

Daktabase bype: IM',.quI - I

Database server: IlZ?.EI.EI.l

Port:

Database name: IFa-:m

|Jsername:; IFan:mau:Imin
Passwiord; I********|
Test conneckion |
£ Back 2 Mext Cancel |

At this point you should check that the Manager program is able to connect to the
database through the server. If you click on the Test connection button the program
will try to contact the database. Unless you have made a spelling mistake when
typing in the parameters you should get the following message:

FileAssurity Central Manager x|

@ Connection ko specified database was successfully kested,

Pressing on next brings you to the following panel:

In this panel you are specifying the location that all the clients will try to connect to in
order to upload (backup) their keystores if there are any changes.
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FileAssurity Central Manager initialization wizard x|

FileAssurity OpenPGP client settings

Keystore backup upload URL: | 27.0.0.1 :BDBD,I'LIFIdatEF,l'KE‘;.-'StDrEUpbadl

Moke: This URL is used by Filedssurity OpenPaP clients to backup copies
af their keystares if modified, The URL entered here will be set in every
kewstore generated, If vou want to change this value use "Database

settings" command From FACKM's "Tools" menu.

sernarne: IFEIEITILISEF

Passward: I********

Moke: Username and passwaord will be included in notification e-mail senk
ko Filedssurity OpenPEP user after his kewstore is generated, Please
make sure you enter database username and password created For
read-only access, These values can be changed any time using
"Database settings" command From FACM's "Tools" menu,

£ Back 2 Mext Cancel

The backup URL is difficult to read in this example. It is actually:

http://127.0.0.1:8080/updater/KeystoreUpload

This is built up as follows:

First is the IP address of the database server that users will have to connect to to
access their keystores.

Second, following the colon, is the port they will use to connect to the Tomcat updater
program (you will recall earlier that Port 8080 was selected in the Tomcat
parameters). Obviously, in an operational environment, you may wish to choose a
different port to suit firewall requirements. But this is a test system so the default will
work perfectly well.

Updater/KeystoreUpload is the page that the TCP/IP connection requested will look
for (just like looking for a web page on the Internet).

Username and password are needed to grant read access to database records.
Please check the values you have entered carefully before pressing Next.

You now have to enter the information recovery administrator passwords. There are
two of these, each of which must be at least 10 characters long. These are used so that
one person cannot have complete control over the Administration of the system
Because this is a test you may find a password of 1111111111 to be easy to
remember. In an operational environment two Administrators would have to be
present, each one entering a password.
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FileAssurity Central Manager initialization wizard x|

Information recovery key passwords. First password

Please enter a password that is at least 10 characters long, The
password is one of bwo that will be required whenever it is necessary to
recover either the administrator passwaord ar information beld in a user's
files, It is wour responsibility to make sure that the passwaord is kept
secret and kept securely such that it can be available as and when
necessary. ‘fou should write it down before entering it, and should then
ensure that is kepk, properly identified, in a fire safe or similar controlled
and secure location where it will alvways be available, Ideally it should
nok be kept with other passwaords For this purpose, IF you have a
disaster recovery plan it should include this information,

Enter First recovery password: I

Confirm first recovery passward: I

£ Back B Mext Cancel

Having filled in both panels you should now see the following panel:

FileAssurity Central Manager initialization wizard x|

Completed

You have successfully entered all of the infarmation required ko
generate files needed by Filedssurity Central Manager.

To complete initialization process, click 'Finish',

£ Back | Cancel |

Once you press Finish the Master Keystore will be fully created and saved together
with the access passwords and master system keys and control files, and you are ready
to start on user keystore generation.
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If you decide to continue, you will now be asked to logon to the current master
keystore. As you can see, because the system has just been initialized there is no
logon history.

FileAssurity Central Manager login il

Marmal lagin I Information recovery I

Last logaon: Mot available

Enter password: |
Loain I Zancel |

(<> ARTICSOFT

You can see that the standard logon has two options: Normal login and Information
recovery. Since there are no user files to perform information recovery on we will use
Normal login.

Enter the password you selected earlier for the normal administrator. You will then
see the following panel:

it FileAssurity Central Manager - day 7 of your 20 day license - |E||i|
Filz Keys Tools Help

‘a My Own Kevs I ﬂﬂ Other People's Keysl . Autharities Administrationl

| Identity | Email |

As you can see, this is an empty keystore.
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The master keystore is used as the base from which user keystores are built. Anything
that is present in the active master keystore, whether it is keys, authorities or policy,
will be reproduced in user keystores generated whilst the active master keystore is in
force. You may delete Trusted Authorities from the Authorities tab (except for the
root key structure and the ArticSoft root key) and you may add other Authorities to
the list if you wish. To delete Authorities, click on the Authorities tab, select a key in
the list and press the delete key. Please note when adding Authorities that you can
only import a certificate into the Authorities list if it has the X.509 Certificate
Authority bit set. If it does not then it will import to the Other user’s keys location.

The first thing that you need to do having generated your system, is to request some
user keystore licenses.

This cannot be done any earlier because licenses are linked to your Authority, and you
have only just generated it.

To request licenses click on the File and the Send license request tabs. This will
generate a file containing your installation public details that uniquely identify your
installation from any other. You will be asked to save the request file to disk (in an
operational environment you would want to save it for future use). Having specified a
disk location the file will be saved there, as in the following panel:

i@ Save license request EI
Savein: | FACMSApri4 -] ck|E

[ reqos0404.zip

File name: [reqi40404.2ip 4”5”8
Files of type: |Zi|:| archives (*.zip) | Cancel |

and then your default MAPI client will be loaded primed to send your license request
to ArticSoft for fulfillment, as in the following panel:
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B License request N [m] [

J File Edit Wew Insert Format Tools Message Help ‘

B ¥ @@ oo v 0 . % %P
Send 0k Copy.  Faste  Undo Check  Spelling | Attach Priority Sign  Encrypt  Offling
From: Iinfu@articsoft.com {InFa) j

To I.ﬁ.rtiCSDFt Accounts
it I
Subject: ILicense request

attach: @ teql40404.zip (1,494 KB)

=
Please would you authorize 5 test users for our evaluation of yvour Central & dministration serwce.
Wlany thanks
A Eewewer
[ -]
| 4

Of course, in an operational environment it may be preferable to send the request from
a different location, machine or person, but since this is a test system you can send the
request off to ArticSoft for processing.

ArticSoft will send you back, by e-mail, a grant of license for a number of client
keystore copies. This should happen by return, but may take a little longer at times.

The ArticSoft grant of licenses will be returned as a file with a .key extension, and
may look like the following:
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i Saye x|

Save In: | FACMBAprilD4 - @ @ @ E

[y reqo80404.key

File Name:  |rect40404 key

Files of Type: | FACM license files (*.Key) b

Save Cancel

When you receive this file through the e-mail you load it into the FACM program by
selecting File > Add license and then navigating to the .key file you have received. If
you are using one of the Microsoft mail clients you may find it helpful to save the
attached .key file to one of your own folders rather than go searching for it in the
Microsoft controlled e-mail folder structure.

When you have received the license file and imported it, if you click on the
Administration tab you will see the following:
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14 FileAssurity Central Manager - day 7 of your 20 day license - |E||i|
File Keys Tools Help

{a My Cwn Keys I ﬂﬂ Other People's Keysl . Authorities  Administration

Generated keystores:

Lisername I E-mail address I Issued Refresh

Default palicies

Manual issue

Batch issue

Manual re-issue

Delete keystare

Recover keystore password

< | &

License status: 0 of 25 keystores

Here you can see that ArticSoft granted 25 keystore licenses for your evaluation.
You have now obtained keystore licenses and are all set to generate user keystores.

But first you have to decide on the policies that are going to be applied to users for
whom you are going to generate keystores.

In this first example we are going to look at the simplest case, where you, as the
Administrator, are distributing keys for users in a small enterprise.

There are a number of policy requirements that you, as the administrator, are required
to enforce. These might be:

1 All the users work as individuals.
However, they want people communicating with them to be able to have a
single point of reference — a ‘company’ key which guarantees that anyone
outside can be sure that only one of the members of the company can deal
with the information that is being sent, as well as being able to
communicate with specific individuals.

3 Also, they want to be able to recover information sent by any member of
the company.
4 They do not want members of the company to be able to generate or

import their own identity keys.

The first item is a public key/certificate of common reference.
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To create this you need to click on the Generate keys icon ;

That will open up an X.509 template which you will need to complete for the key that
will be used as the common identity for all members of the company. When you have
finished it may look something like this:

FileAssurity OpenPGP /X509 key generator il

Mame: ITriaI Group Key

Department: ITesting

Address: |25IZIIZII The Eavluatars

Ciky Town: IReviewersviIIe IJnited States

StakefCaunky: IC.C'.

E-mail; Igeneral@reviewers.cnm

valid from:  [april 15, 2004 alid ta: |April 15, 2003 @|

~Motes For this kew

his has been generated as a common key For receiving encrypted information
nko the u:-:umpan';.f.|

~kKey bype

" DHJDSS 2048/1024 (OpenPGP) {* R5A 2048 (PKI)

aEnerake I Cancel

This key will now appear in the My own keys tab in the master keystore. It will be
available for all the users who have keystores generated with that keystore present.

So now we need to go and set up the policy table so that company policy is enforced.

The default policy table is found by going to the Administration tab and clicking on
default policies. When the program is first loaded the default policies are as follows:
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Default policies:
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Palicy I YWalue I

Expart private kews Allawed
Import private kews Allowed
Hidden kevs Mone

key generation Allowed
IUse recovery information key Allawed
keys cannot be deleted Mone

IJse encryption Allawed

Update keystore after 0 days, 0 hours
kewstare password change Farbidden
IJse signing Allowed
kews nok allawed ko sign with Mone
Ise secure delete Allowed
Ok Zancel

Since the policy is not to allow users to export private keys, import private keys or

generate keys these fields need to be changed, as follows:

& Policies editor

Default policies:

Palicy I Yalue I
Export private kews Forbidden
Import private kews Forbidden
Hidden kevs Mone
Key generation
Use recovery information key Allowed
keys cannok be deleted
IJse encryption Allowed

IUpdate kevstore after 0 davs, 0 hours
Kewskore password change Forbidden
IJze signing Allowed
Keyws not allowed to sign with Mone
Ise secure delete Allowed
(0]4 Zancel

Since we have a common key between many users there are other policy settings to
apply. We do not want the user to be able to delete the key pair, and we don’t want
them to be able to use it for a digital signature (that would make no sense because you
would not actually know who had digitally signed something when everyone has that
key). You could choose to make the key pair ‘hidden’ because that way the user
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could not select the key for use, but the FileAssurity OpenPGP client would
automatically decrypt files encrypted for that key without user intervention. (Please
note that if the key is hidden, then, as a separate exercise the Administrator would
need to export the public key/certificate and make it publicly available so that outside
users would know which key/certificate they needed to use in order to guarantee
communication with the company.)

This would give you a policy panel that would look as follows:

i& Policies editor

Default policies:

Hidden kevs

Trial Group Key

Policy I Yalue I
Export private kews Forbidden
Impark private kews Farbidden

<gens

key aeneration Farbidden
IUse recovery information key Allowed
kevs cannat be deleted Mone

IJse encryption Allowed

Update kevstore afker 0 davs, 0 hours
keystore password change Forbidden
IJse signing Allawed
keys nok allowed ko sign with Mone
s secure delete Allowed
Zancel

So having set up the agreed policy you are now ready to generate your first user
keystore. For the test system we will do this manually. In a live environment, where
you might need to generate large numbers of keystores when setting up a service, you
can choose to generate keystores in batch mode using a .csv format file (this means
that you can extract usernames and e-mail addresses from existing systems rapidly
and easily and provide them for automated keystore generation and notification if you

wish).

To generate a keystore manually you click on OK to accept the policy and then click
on Manual issue in order to generate a user keystore. This opens up a new panel as

follows:
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FileAssurity OpenPGP/X509 key generator

Mame: IFirst ser

Deparkrnent: ITesting

Address; IZEEIEII The Eavluatars

Ciky [ Tawn: IReviewersviIIe Inited States

StateCounty: ICF'.

E-rnail: Igeneral@reviewers.cam

valid from:  [april 15, 2004 valid to: |April 15, 2005 @l

~Maokes Faor this kew

est kevstore For thi Firsk User

—key bype

" DHJDSS 2048/1024 (OpenPGR) = RSA 2048 (PKI)

Generate I Zancel

Once the keystore has been generated you receive confirmation together with a
system generated password which can be sent by e-mail to the correct user (at the e-
mail address specified in the certificate that you have just created) or you can send it
to them by another method (post, telephone) if you prefer. The text for the e-mail
message can be customized.

The system response you will receive looks like this:
x

@ Passward For generated keystare is:
IruFI:qu:uquu:ElSZ

Do wou wank ta send the passward by e-mail?

System generated passwords take the following form:
CvC CVC CVC nnn
Where C is a consonant, V is a vowel and n is a numeric digit. Although the

password is 12 characters long, it is much easier to remember in this form than
random characters, which are typically impossible for people to remember.
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If you wish to select the ‘send password by e-mail option, Central Manager will pass
customizable text to your default MAPI client. A sample form looks like this:

% User update information 10| =|
J File Edit Wiew Insert Format Tools Message Help ‘
=] FIEH
5| % @B ® o |a |0 f |H 5D
Send Zut Topy  Paste  Undo Check.  Speling | Attach  Priority Sign  Encrypt  Offline
From

B To:  |articSoft Support
[GFR Cc: I

Subject: ILlser update information

The File Assurity OpenP GP admimstrator has issued vou with a kevstore. In order to use it you will
need to download it. To do that, please select and run File Assurity OpenP GP from yvour computer.
TWhen File Assurity has located your keystore it will ask wou for a password before making it fully
available. The mitializing nformation you will need 1s:

rufbubgquc(32

=
/4

Once the keystore is generated it is loaded directly into the database and appears on
the list of issued keystores as shown on the panel below:

{&" FileAssurity Central Manager - day 7 of your 20 day license i ]

File keys Tools Help

¥ My Own Keys I # % Other People's Keysl &B authorities  Administration

Generated keystores:

Username I E-mail address I Issued Refresh
First Lser |general@reviewers.com |npr 15, 2004 11:22:15 AM
Default policies
Manual issue

Manual re-issue

Delete keystore

I
I
|
Batch issue |
I
I
I

Recover kevstore password

Kl | M

License status: 1 af 25 keystores
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You can see on the bottom line of the panel the number of keystores you are licensed
for and the number you have issued.

You can now go on and generate keystores for other users by just clicking on the
Manual issue button and filling in their username and the correct e-mail address.

So now you have seen keystore generation for a simple enterprise structure.

But suppose that you have a more complex structure, where you need to have keys
that can be used by the whole business, but also ones that can be used by specific
departments or functions, as well as individuals having keys?

You can do this by making use of the master keystore backup and recovery feature.
Click on Tools and then backup keystore. You are now able to give the master
keystore a specific name and save it, and the policies that were applied with that
keystore. This means that later, when you need to issue keys to another user from the
same department, you can load the correct departmental keystore, and the appropriate
policies will be loaded as well. Let’s step through the process for doing this.

First we are going to make the current keystore one for general staff. So on the save
panel we can call the keystore General-staff

El
Save in: II:l bin LI I'j*:

(] client
facm.cmks

Filz name: IGeneraI-staFF| il

Files af bype: |Fi|e.ﬁ.ssuril:~;.f Central Manager keystore files (*.cmks) = | Cancel |

Confirm the backup and save the file. Now let’s generate a common key for the legal
department. So click on the generate key icon and fill in the panel with the username
of Evaluators Legal Department and generate. You will see that the keystore now has
two keys in the “my own keys” tab:

Page 25 of 47



(~)> ARTICSOFT

& FileAssurity Central Manager - day 7 of your 20 day license - |EI|5|
File Keys Tools Help
{} Iy Cuwn Keys I ﬂﬂ Other People's Keysl . Authorities | &dministration
Identity Emai |
,{' Evaluators Legal Department general@reviewers. com |
 [Trial Group Key general@reviewsrs. com |
—'Ewaluators Legal Department <general@reviewers, com=' key properties
~Motes
This key allows anvone to send an encrypted message that anvone in the legal department can read. Edit |
SEvE |
Cancel |

This user name/key is certified by the Following certificates:

Type | Status Certificate Issuer |
+ FaP |‘v‘alid Self-signed |
1509 ralid Reviewers Rook Key |

Advanced |

You now need to alter the policy rules to prevent the Legal Department users from
being able to delete their group key or use it for digital signature. You do that by
clicking on the Administration tab and then Default policies. Change the default
policies until you have a panel that looks like this:

& Policies editor

Default policies:

Palicy I Yalue I
Export private kews Forbidden
Import private keys Forbidden

Hidden kevs

Trial Group Key <general@reviewers,cao, .,

key generation

Forbidden

IJse recovery information key

Allowed

Kevws cannot be deleted

Evaluators Legal Department <general. ..

se encrypkion

Allowed

IUpdate keystore after 0 days, 0 hours
keystore password change Forbidden
IJse signing Allowed

keys nok allowed ko sign with

Evaluators Legal Department <general. ..

IUse secure delete

Allowed

Zancel
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If you press on OK the default policies will then change to those shown above. Now
click on Tools and backup keystore. This time call the keystore backup file Legal-
department. Make sure that you have saved the file. Now use Tools and recover
keystore to recover the General-staff keystore. You now see on the very bottom line
of the panel a message telling you the identity of the keystore you are now using.

14 FileAssurity Central Manager - day 7 of your 20 day license - |E||i|
File Keys Tools Help

{a My Own Keys I ﬂﬂ Other People's Keysl . Authorities  Administration

Generated keystores:

Lisername I E-mail address I Issued Refresh
First User |genera|@reviewers.com |Apr 15, 2004 11:22:15 AM

Default palicies

Manual issue

Manual re-issue

Delete keystare

Batch issue |

Recover keystore password

< | &

License status: 1 of 25 keystores

'(eystore was restared From: C:\Program FilesiArticSoftiFileAssurity Central Manager!bin' General-staff.cmks

If you now click on Default policies you will see that the General staff default policies
are now in force.

You have now seen how you can generate and use multiple master keystores so that
you can organize users into groups, can use policy templates to ensure that you can
generate user keystores quickly and accurately.

We will now see how to transfer policies and keys using the Manual re-issue feature.
This is useful when people change departments or where you need to add an extra
group key into their keystore.

First of all, generate keystores for some additional users, say Second User, Third User
and Fourth User. For the Fourth User, just before you generate their keystore,
manually change the default policy for Hidden Keys to NONE. Then generate their
keystore. This means that the Fourth User is able to use the Company key for both
signing and encryption. We will come back to check out how that works in the Client
review phase.
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Then restore the Legal Department keystore. Then select Second User and click on
Manual re-issue. You can then select change policy and the panel will look as

follows:

x|

Re-issue keystore

Edit kewstore policy. .. |

[ Update walidity

Yalid From: |April 15, 2004

o]

Valid to: April 15, 2005

L]

Cancel |

Click on Edit keystore policy and you will see the following screen:

& Policies editor

Default policies:

Palicy I Yalue I
Export private kews Forbidden
Import private keys Forbidden

Hidden kevs

Trial Group Key <general@reviewstr .,

key generation

Forbidden

IJse recovery information key Allowed
Kevws cannot be deleted rone
IJse encryption Allowed

IJse secure delete

IUpdate keystore after 0 days, 0 hours
keystore password change Forbidden

IJse signing Allowed

keys nok allowed ko sign with Mone

allowed

Zancel

These are the original policies that were applied to the keystore. However, if you now
click on Keys that cannot be deleted you will see that the Legal Department key is

available and that policy can now be applied to it.
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i Policies editor x|

Default policies:

Palicy I Yalue I

Export private kews Forbidden
Import private keys Forbidden
Hidden kevs Trial Group Key <general@reviewstr .,
ke generation Forbidden
IJse recovery information key Allowed
kKevws cannok be deleted Trial Group key <
IJse encryption Allowed
IUpdate keystore after 0 days, 0 hours
keystore password change Forbidden
IJse signing Allowed
keys nok allowed ko sign with Mone
Use secure delete Allowed

(0]4 Zancel

When you make changes to policy, or simply save the changes having made none, the
contents of the active master keystore are added to the user keystore.

You have just seen an exceptionally powerful means of changing the capability of a
user through Administration, where you can add to a user’s keys, change their
authorities and update the authorities that the user will automatically recognize.

Although we did not investigate it during that exercise, you could have changed the
validity period of the user’s certificate. This would be important because when you
issue keys to users you want to be sure that they will not last forever (there might be
legal implications). Conventional wisdom says that certificates should last one year,
but you cannot easily change user keys, once issued. So to make operational life
simpler we have included the facility to be able to renew user keys when that is
necessary. (Please note that whether you issue keys in realtime or in batch you can
decide on the validity period of the keys, and the user cannot change this.)

You can also change the validity period of the root key for the installation. To do this
just click on Tools and the Extend root key validity. This may not strike you as an
essential function, but, when you initially generate the system, you will have no idea
how many years it may have to be valid for. As a result you may not choose a time
period that fits the business requirement. So we have provided a feature that allows
the Administrator to extend the life of the whole installation if that becomes
necessary. It may not seem important in the next year or two, but further down the
track it could become very critical. In the last six months several public authority
certificates have gone out of date, causing various problems, which we have
prevented. (Please note that if the root key is chained to a public authority it is not
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possible to extend the life of the root key beyond that of the chained key that it is
linked to. Hopefully the issuer of that key is able to extend their own life!)

So we have now set up a central administration service, set policies that create one
company wide key (all Users) and one legal group key (Second User). We are now
ready to install one of the clients and check out that policy has been correctly applied,
that the client can upload their keystore for central recovery, and that the use of the
Group system works.

Managed Client review.

If you have already installed FileAssurity OpenPGP or Command Line Scriptor on
your computer you must de-install them before loading the Managed Client.

Managed Client is loaded from
Programs/FileAssurity OpenPGP_Full Managed.exe

If you did not remove previous programs the installer will stop and ask you to do so.
At installation please choose the default settings for the installation, selecting an icon
in the system tray as a means of loading the application.

These instructions assume that you are running Central Manager and Managed Client
in the same computer. If you are not, then you will have to move from the client
computer to the Central Manager and back again, because we are going to simulate
day to day administration of the client base.

Because this is not a real operational environment you will need to change user
identities a number of times during the simulation. Normally the user would not need
to enter operational parameters, they would have been loaded into the client during
the installation.

Once the client is loaded you will see a Penguin and key icon appear in the Windows
systems tray (bottom right hand side of the screen). It is grayed out. Right click on it
and a panel will appear. Select Logon and you will see the following message
displayed:

Eror x|

Q 2ne or mare sektings required by "Filefssurity OpenPGP - managed client” are missing.

When you press on OK the client will offer you a screen to fill in to provide the
connection information needed. This feature is provided to allow users to roam (that
is to use the encryption/decryption capabilities that they have on any computer that is
able to connect to the master database). It is not essential to protect the connection
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between the client program and the master database because all the information being
exchanged is encrypted, and therefore cannot be compromised.

The panel you need to complete will look like this:

FileAssurity OpenPGP database settings il
Database bype: IMySqI "I

Database server: |12?.EI.EI.1 Port: I
Database narme: IFacm

sernanme: IFacmuser

Password: I********

FAOPGP Username: IFirsI: ser

K I Cancel

Please remember to put in the IP address of your database and the correct password
(11111111). We are going to connect as First User. (Please note that normally a user
would not have to fill any of these fields. Ordinarily when the systems administrator
installs the software they will have included a file ‘switches.txt’ that contains all these
parameters which automatically links the user to their keystore.

Assuming that the parameters are all correct you will see a message telling you that
the connection has been made and the keystore is being downloaded. As soon as that
completes you will be invited to logon. Since the user has not logged on before there
is no previous logon time, otherwise the user will be told of the last time that their
identity was successfully logged on. (You may need to go back into Central Manager
and ask to have the password for First User displayed so that you can now logon.
This is available from the Administration panel.)

Having entered the password you are then logged on to the Managed Client and you
will see the Penguin icon in the system tray light up. If you right click on the icon
you are now offered the usual FileAssurity OpenPGP options. Select Key Manager.

If you click on the generate keys (please remember that this was forbidden by policy

when you generated the keystore) then you will see the following error message
displayed:

Policy x|

@ ¥ou aren't allowed to generate keys,

You can now see that policy is being enforced.
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If you then click on the export key button in Key Manager you will be taken into the
Export wizard. However, as you can see from the following screen, the policy
forbidding the export of a private key is being enforced because the check box to
allow that facility has been grayed out.

Export key - First User x|

Export private key

only export the private key if you need to use vour kevs in
another application,

[ Expork private key
D2 WOT select this if wou are sending a key for someone else to;

- encrypt files For wou
- werify your signature

£ Back | Cancel |

Please not that although when you generated a company group key that was part of
this keystore you cannot find it on any of the screens. As a result, First User cannot
encrypt anything for company-wide acceptance. If you now enter the Key import
facility and go to E:\Keys and import the key ntv8namel3.asc. The importer will ask
you for a password in order to open the file because you are trying to import a key
pair and not just a public key/certificate. If you enter the password ‘frednt’ the
importer will open the import panel, but if you look at the key description field you
will see that the import is being refused.
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Key importer ﬁl

Please select the keys wou wish bo add to the key stare:

I .C\ddl ke Identity I Description I
| [ |nbvnamel3 [R5, Private key impart is disabled. |

Select all | Unselect All Add key(s) Cancel |

'ntvBnamel3 <namel3@nt.com=' key properties

~Motes

Edit: |
Save |
Zance] |

This user name ke is certified by the Following certificates:
_I Tvpe I Skatus I Certificate Issuer I
+ PaP [valid |SelF-signed |

Advanced |

If you attempt to select add you will find that it does not work.

We have now proved that the policy rules set by the administrator are enforced in the
client, and the client cannot override those policies.

Now on the computer running the Central Manager and database server click on the
Start key > Programs > ArticSoft > FileAssurity Central Manager > Start Tomcat.
You need to do this to start the keystore updater service. (In an operational
environment this would be included in the Startup sequence to make sure that it was
always available for users.) We suggest that you minimize the DOS window that it is
running in.

Now, using Key Manager in the client, import the key Keys\ntvéname7.asc. This is
just a public key/certificate and you will be able to import it without any difficulty.
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Key importer ﬁl
Please select the keys wou wish bo add to the key stare:
I .C\ddl ke Identity I Description I
+ | ¥ |ntvéname? = |

Select all | Unselect All Add key(s) Cancel |

'ntvBname? <name7@nk.com>' key properties

~Motes

Edit: |
Save |
Zance] |

This user name ke is certified by the Following certificates:

_I Tvpe I Skatus I Certificate Issuer I
+ PaP [valid |SelF-signed |

Advanced |

If you look in the ‘Other people’s keys’ tab you will see the key has been successfully
imported.
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& FileAssurity OpenPGP - managed client Key Manager ll

28ty Own keys  Other People's Keys | & suthorities | § Groups |

File Keys Tools Help

Identity | Emai |
‘/ |ntv6name? |name?@nt.com |

~'ntvEname? <narmef@nt.com =" key properties

Mokes

Edit

Save

Cance|

Hild

This user nameflkey is certified by the Follmwing certificates:
_I Type | Status | Certificate Issuer |
W PEP [vald |ZelF-signed |

Advanced |

If you now right click on the Penguin icon and select Logoff you will see the
following message:

x

@ kewstare has been maodified. Do you want to upload a backup copy ta the database?

The user is being invited to backup their keystore because it has changed since the
start of the session. This could be very important for roaming users who may have
added keys whilst away from the home network, and do not wish to lose them. If you
answer Yes then you will see the following panel:

Keystore update x|

Upload kewstore backup. ..

And when the backup has been successful you will see the following message:
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x

@ pload succeeded,

You have now seen that a user can have changes to their keystore backed up on the
Central system, and that the backup is successful. Go into Documents and Settings >
“your username” > .articsoft > faopenmc and delete the file faopen2.kspgp (this is
your keystore file). Then right click on the Penguin and Logon and you will see the
following message:

x

@ & backup of wour keystore was downloaded from database

This is telling the user that the system has automatically provided them with a backed
up version of the keystore. So you have now seen user keystore backup and recovery
running in practice. If you maximize the Tomcat DOS window you will see an entry
Upload request for User 1 which is the update running through the Tomcat system.

Please be sure to confirm the backup of the keystore to close the program completely.

Next we are going to switch users to Second User so that we can check that the policy
and keystore are what we were expecting for the Legal Department user. To do this
we need to delete some user pointer files, so go into Documents and Settings > “your
username” > .articsoft > faopenmc > program and delete all the files in that folder.
When you now logon to the Managed Client (right click on the Penguin) you will be
asked to complete the user panel again. (When you come to logon you may need to
recover the password for Second User by the Central Administrator.)

Again you will see the Penguin light up, and if you right click and select Key
Manager you should see the following:
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& FileAssurity OpenPGP - managed client Key Manager ll

({2 (%)) (@)

2% ry Own Keys I f Cther People's Keys I ¥ Authorities I & Groups I

File Keys Tools Help

Identity | Ermnail
‘/ Evaluatars Leqal Department qenerali@reviewers, com
\/ Second User general@reviewers.com

~'Evaluators Legal Department <general@reviewsrs com=' key propetties

~Makes
This ke allows amyone ko send an encrypked message that anyone in the legal department can read. Edit |
Save |
Cance| |
This user nameflkey is certified by the Follmwing certificates:
Type | Status Certificate Issuer
-+ |PaP 4 lid Self-signed
W %509 [vald Feviewers Rook Key

Advanced |

You have now proved that you have the keystore of the Second User, and that they are
actually able to see the group key for the Legal Department. You can check that this
user is still forbidden from generating keys or importing private keys.

If you now Logoff from the client (right click on the Penguin and Logoff) and go into
Central Manager, we are going to change the policy on the Second User keystore.

In Central Manager be sure to Restore the Legal Department master keystore if it is
not the one in current use (check by looking at the bottom of the panel). Then select
Second User in the Administration panel and select Manual re-issue. On the panel
select Change policy and then click on Edit keystore policy:

Re-issue keystore x|

Edit kewstore policy. .. |

[T Update walidity

valid From: [april 16, 2004 valid to: april 16, 2005 @|

K I Cancel |
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You should now see the following panel:

i@ Policies editor x|

Default policies:

Policy I Walue I
Export private kews Forbidden
Impart private kews Farbidden
Hidden kevs Trial Group Key <general@reviewsrs, com =
keyw aeneration Farbidden
IJse recovery information key Allowed
kews cannak be deleted Mone
Iz encryption Allowed
IIpdate kewstore afker 0 davs, 0 hours
keyvstore password change Forbidden
Ilz2 signing Allawed
keyvs nok allowed ko sign with Mone
IJse secure delete Allowed

Ok Cancel

Set the Hidden keys to none, Keys that cannot be deleted to Trial Group Key and
Keys not allowed to sign with to Evaluators Legal Department. You should have a
panel that now looks like this:

& Policies editor x|

Default policies:

Policy I Walue I
Expork private kews Forbidden
Import private kevs Forbidden
Hidden kevs Mone
ke generation Forbidden
IJze recovery information key Allowed
kKews cannok be deleted Trial Group Key <general@reviewers, com =
Iz encryption Allowed
Ipdate kevstore after 0 davys, 0 hours
keywstore password change Forbidden
IJse signing Allowed
kews nok allowed ko sign with Evaluators Legal Department <gener. .. H
IJse secure delete |.ﬁ.|||:|weu:|

K | Cancel

Press OK and then authorize the update to the keystore. You will see the keystore
being re-issued to the master database.
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If you now go back and Logon again as Second User you will see the following:

x|

& & new keystore has been issued For wou and will be downloaded From dakabase,

This is advising the user that a keystore update has taken place (this is a useful cross
check on the integrity of the system).

If you then click on Key Manager you will see the following:

& FileAssurity OpenPGP - managed client Key Manager ll

(&)(&)|[2) (%)) (&)

¥ty Own Keys I ﬁ Other People's Keys I . Authorities I ﬁ“ Groups I

File Keys Tools Help

Tdentity | Ernail
\/ Evaluators Legal Department gener ali@reviewers, com
+ |Second User general@reviewers.com
‘/ Trial Group Key qenerali@reviewers, com

—'Evaluators Legal Department <general@veviewsars, com ' key properties

~Makes

This ke allows arvone to send an encrypked message that anvone in the legal department can read. Edit

Save

Cance|

Hild

This user name/lkey is certified by the Follmwing certificates:

Type I Status Certificate Issuer I
+ PGP 4 alid Self-signed
+ [#509 Walid Reviewers Rook Key

Adwanced |

Now no keys are hidden from the user, although they were before. If the
Administrator had introduced new keys into the master keystore they would also have
been added to the user’s keystore.

Go into Windows Explorer and select a file that you wish to encrypt for everyone in
the company. Any file will do. Right click on the file and select FileAssurity
OpenPGP > Protect. (You may need to close the Key Manager panel if it is still
active.) In the Encrypt for box select Trial Group Key and press OK. In Sign as you
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will notice that the Legal Department key is not available (as we just set in Policy) but
the other keys are available. Select the Trial Group Key and then press the protect
button. Please remember where this file is located!

Now we are going to switch back to First User. (To do this we need to Logoff, and
then delete all the file in Documents and Settings > “your username” > .articsoft >

faopenmc > program.)

Having done that right click on the Penguin and select logon and fill in the panel:

FileAssurity OpenPGP database settings il
Database bype: IM';.-'SqI vI

Database server: IlZ?.EI.EI.l Part: ||
Database name: IFal:m

Lsernarme: |Fau:muser

Password: I********

FAOPGP Username: IFirst User

K I Zancel

Then enter the password (again you might need to look it up in Central Manager).
Once you are logged on go back to the file that you had protected and right click on it
and select FileAssurity OpenPGP > Unprotect. You will now see a message
displayed asking you if you want to overwrite the original file. Answer ‘Yes’ so that
the decryption process continues. This proves that you have been able to decrypt the
file using the Information Recovery key. You will then be left with the following
panel on screen:
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f% Unproteck x|
) DpenPGP File(s)

_I Filename I Signed by I Encrypted For

@ opkions. ser Trial Group Key <... Trial Group Key <general@r,

Kl | I

Obviously your filename will be different, but you can see the keys that were used to
sign and encrypt for, and if you go into Key Manager you will not be able to find the
private key that was used for decryption. You have now proved that it is possible to
decrypt files using hidden keys, and that the whole basis upon which the Group Key
system has been organized is correct. You have just seen a unique concept being
displayed, that of being able to have secure communication with a group in an
enterprise, and not be limited to specific individuals. You will not see this capability
being supported in other public key encryption products, even though it is essential to
making a Public Key Infrastructure commercially viable because it reflects how
businesses really work.

Now that you are experienced in using the Central Manager to impose policy, and in
using Managed Client to carry out typical encryption/decryption and digital signature
actions you can investigate the many other features that FileAssurity OpenPGP
Managed Client delivers. If you are familiar with FileAssurity OpenPGP you don’t
need to do this because all the capabilities (subject to policy) available in the
OpenPGP product are available in the managed client.

The next check is to invoke user revocation. In many proposed architectures this is a
highly complex and controversial facility, requiring users to check on the supposed
validity of a certificate at the point of receipt of digitally signed information. This
relies upon accessing some publicly available server that is not controlled by the
enterprise, but by some ‘Trusted Third Party’ that might not be clearly accountable to

Page 41 of 47



(~)> ARTICSOFT

anyone for the actions it either takes or fails to take. The ArticSoft system is both
simpler and more pragmatic.

Logoff from First User in the client. The go into Central Manager and using the
Administration panel delete the keystore for First User. (Do remember to keep a copy
of the right password for First User so that you can enter it when you then try to
logon.) Now go back to the Managed Client by right clicking on the Penguin and try
logging on. You will find that the program will not run because no keystore is
available, even though there is a local keystore file for that user.

At a stroke it is impossible for anyone to use keys without authority. The revoked
user cannot digitally sign anything, nor can they decrypt any information. Policy
settings ensure that they cannot export personal or group keys to other systems in
order to try and circumvent Administration. In short, you have seen a really effective
method for implementing user revocation that prevents any misuse of cryptographic
keys, and makes certain for the enterprise that when a user has been removed from the
system, as of that time they are unable to use any of the services. This is because if a
local keystore is present you require the user to check for a keystore before the
available keystore can be used. This ensures that when you revoke a keystore and the
user is offline they still cannot use the keystore when they next login.

Although other suppliers may claim to have sophisticated revocation services they are
all entirely passive. The ArticSoft revocation service is immediate and effective.

Finally, we should address the question of information recovery.

In order to demonstrate this capability you need to go back to Central Manager,
Logoff and then log on again.

When you are logging back on to Central Manager you will see the following panel:

FileAssurity Central Manager login il

Marmal lagin I Information recovery |

Last logon: Mot available

Enter password: ||
Login I Cancel |

. (- ARTICSOFT

This time you want to click on the Information recovery tab.

You will see that this shifts to the following panel:
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FileAssurity Central Manager login il

Mormal login - Information recovery I

First password: I

Second password: I

Loain I Zancel |

. (> ARTICSOFT

This requires the two separate Administrators to enter their passwords in order to start
Central Manager in its Information Recovery mode. If you remember the passwords
set up when the system was initialized, they were both 1111111111.

If you enter those then you see the following panel:
]

@ What do you want ko do next?

Show admin password | Exit |

This capability allows the two other Administrators to recover the normal
Administrator password or recover file or encrypted e-mail text information. If you
then click on Show admin password you will be shown the password of the Central
Administrator. If you click on Enter file recovery mode you will now see the
following panel:
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i@ FileAssurity Central Manager - File recovery mode =10l x|
File

Using this panel, which acts very much like Windows Explorer, you can navigate to
the file that you had encrypted with the Second User. (At the time you proved you
could decrypt it seamlessly when you logged on as First User even though they did
not (apparently) have a valid key.)

Having found the file through the file recovery window, you can double click on it so

that you can see the signing and encryption information associated with it. In the case
of our trial system the panel you will see looks like the following:
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i@ FileAssurity Central Manager - File recovery mode =10l x|

File:

(= articsaft - i#J DpenPGP File(s) [

T Fa _I Filenarie I Signied b I Encrypted For
] Facm J @ options, ser Trial Group Key <., Trial Group Key <generall

] Faopenmc

=H_ ] program
— encryptFor, ser
— firstrun.ser
— lastlogon, ser
— MEnU. Se
— opkions.ser
tions. ser.pgp
— 5ignas.se
— switches, ser LI il | _II

If you hold the cursor over the Encrypted for field you will see the following:

& FileAssurity Central Manager - File recovery mode =10l x|
File
T - =
=3 tl-:s-:Ft - 3 OpenPGP File(s) X
ca

T Fa _I Filename I Signed by I Encrypted for
™7 Facm J @ options. ser Trial Group Key <... Trial Group Key <generalt

Encrypted for:
1 Faopenmic Trial Group Key <general@reviewers . com=

g Second User <general@reviewers, com
=H_| program InfFormation recovery key
— encryptior, ser
— firstrun.ser
— lastlogon, ser
— MREnU, Saf
— options.ser
options, ser.pgp
— signas. ser
L[] switches. ser =l il

You can see at the bottom of the list that an Information recovery key has been added
to the list of keys that the file was encrypted for. If you now right click on the file in
the right hand panel you will see options to decrypt the file or to examine the
signature on the file.

If you go ahead and decrypt the file it will ask you if you want to replace the original.
If you ask about the digital signature you will see the following:
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—Motes

—'Trial Group Key =general@reviewers.com>' key properties

(~)> ARTICSOFT

This hias been generated as a common key For receiving encrypted infor Edit |
mation into the company,

Save |
Zancel |

This user name/key is certified by the Following certificates;

Twpe I Skaktus I Certificate Issuer I
" PGP alid Self-signed
~ 509 alid Feviewers Root Key

Advanced |

This confirms that the key is recognized, and, using the Advanced button and
highlighting the X.509 certificate, you can confirm that the signature key tracks back
to the root key for the installation. Double click on the file and it will then decrypt.

You have now seen information recovery working, under a dual control system so that
information recovery is only performed.

There are many other capabilities that you could explore in what is a feature rich and
complex product, but you have now seen the most important features of the system:

simple to use Administration setup;

quick implementation without complexity;

simple implementation of Managed Client services;

effective policy administration and implementation;

unique critical features for effective implementation through the enterprise,
including internal group capabilities and the ability of outsiders to deal
with a business function as against a single internal individual;

simple and pragmatic user revocation with immediate effect and absolute
control;

full roaming user support;

user keystore backup and recovery;

changes to policy and to keystores are implemented in realtime;

user revocation is immediate and effective;

information recovery is controlled, and really takes place;

scalability using industrial grade products to give the performance needed
for large scale implementations;
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- internal communications using TCP/IP to facilitate communications
efficiency;

- keystore handling using encrypted information, protecting the security and
privacy of the users at all times.

You have also seen the system generating its own key pairs, importing PGP keys from
versions 5 and 6, as well as being able to automatically recognize keys that have been
generated by the system.

In fact, you have just seen a really effective system for the management of
cryptographic keys and identities that is completely aligned to enterprise requirements

and internal management and control.

Many thanks for carrying out the evaluation and review process.
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